SERVER ADMINISTRATION — CET 05202
UNIT 1: Server Operating Systems
Focus

Understanding the fundamental concepts of server operating systems, their differences from normal
operating systems, and the complete lifecycle including installation, configuration, and system
maintenance in a professional computing environment.

a) Difference between Normal OS and Server OS

Definition (Normal Operating System)

A normal (client) operating system is a software platform that manages the hardware and software
resources of a single computer system, primarily to facilitate general-purpose computing tasks for end
users. These tasks typically include document creation, web browsing, multimedia consumption, and
running user-oriented applications. The design philosophy for such systems prioritizes user-friendliness,
graphical user interfaces (GUIs), and interactive responsiveness. Unlike server operating systems,
normal OSs are not optimized for managing high volumes of concurrent requests or providing
centralized network services.

Simple Meaning not definition:

A normal operating system is predominantly utilized in desktop or laptop environments, where the
principal focus is on optimizing the user experience and supporting individual productivity, rather than
delivering shared services or managing networked resources for multiple users.

Definition (Server Operating System)

A Server Operating System is a specialized operating system designed to manage network resources and
provide services to multiple client systems simultaneously. It focuses on high availability, security,
reliability, and efficient handling of concurrent user requests in a networked environment.

Simple Meaning not definition: not definition: not definition: not definition

A server OS is built to serve many users or systems over a network and manage shared resources
efficiently.

How they work (Conceptual Understanding)
1. A normal OS operates in a standalone environment, where the primary interaction is between the
user and the system.

2. A server OS operates in a networked environment, where it continuously listens for and responds
to client requests such as file access, database queries, or web services.

3. Server OS manages resources centrally, ensuring controlled access, security enforcement, and
efficient utilization of hardware.



A) Key Differences Between Normal Operating System and Server Operating System

Normal Operating System (15 Points)

Server Operating System (15 Points)

1. Designed for personal computing and
individual use.

2. Supports single-user or limited multi-user
sessions.

3. Focuses on user interaction and application
execution.

4. Optimized for responsiveness and fast user
experience.

5. Primarily uses graphical user interfaces
(GUI).

6. Handles lighter workloads.
7. Limited scalability capabilities.
8. Basic security mechanisms are

implemented.

9. Runs desktop applications such as
browsers and editors.

10. Lower hardware requirements (RAM,
CPU, storage).

11. Shorter uptime; frequent restarts are
acceptable.

12. Limited network service capabilities.

13. Less emphasis on resource sharing.

14. Used in personal devices like laptops and
desktops.

15. Simpler system administration and
maintenance.

1. Designed to manage network resources and provide
services.

2. Supports multiple concurrent users and client
systems.

3. Focuses on service delivery such as file, web, and
database services.

4. Optimized for high performance, stability, and
uptime.

5. Uses both GUI and command-line interfaces, often
CLI-focused.

6. Handles heavy workloads and large-scale
operations.

7. Highly scalable to support growing users and
workloads.

8. Advanced security with authentication,
authorization, and auditing.

9. Runs server applications like web servers and
database systems.

10. Requires high-performance hardware resources.
11. Designed for long uptime with minimal
downtime.

12. Provides extensive network services and
centralized control.

13. Strong emphasis on resource sharing across
networks.

14. Used in data centers and enterprise environments.

15. Requires advanced system administration and
management skills.

2. Simple Meaning not definition: not definition: not definition:

A normal OS is used on personal computers for everyday tasks, while a server OS is used on servers to

provide services to many users over a network.



3. How they work step-by-step
1. Purpose and Functionality

o A normal OS loads into memory and provides an interface for a single user to interact
with applications such as browsers, editors, and media tools.

o A server OS initializes background services (daemons/services) that continuously listen
for and respond to client requests across a network.

2. User Handling Mechanism

o Inanormal OS, system resources (CPU, memory) are allocated mainly to one active user
session.

o Inaserver OS, a scheduler distributes resources among multiple concurrent users and
processes efficiently.

3. Interface Operation
o Normal OS emphasizes graphical interfaces for usability.

o Server OS supports both GUI and command-line interfaces, with CLI preferred for
automation and remote management.

4. Performance Optimization

o Normal OS prioritizes responsiveness (fast interaction).

o Server OS prioritizes throughput, reliability, and long uptime.
5. Security Implementation

o Normal OS uses basic authentication and protection.

o Server OS integrates layered security: authentication, authorization, encryption, and
auditing.

6. Scalability Mechanism
o Normal OS has limited scaling capability.
o Server OS supports scaling through clustering, virtualization, and load balancing.

4, Key Concepts
i. Resource Allocation
Explanation

Resource allocation refers to the method by which an operating system distributes available hardware
resources such as CPU time, memory (RAM), storage, and input/output devices among running
processes and users. The OS uses scheduling algorithms and memory management techniques to ensure
that each process receives sufficient resources without causing conflicts or system instability.

In a normal operating system, resource allocation is typically optimized for a single active user,
prioritizing foreground applications to ensure smooth interaction. In contrast, a server operating system
must allocate resources across multiple users and services simultaneously, often using advanced
mechanisms such as priority queues, load balancing, and virtualization to maintain fairness and
efficiency.

Example

i. ~ Onapersonal laptop, when a user opens a browser and a text editor, the OS allocates more CPU
and memory to the active window.



ii.  Onaserver, multiple users may access a database at the same time, and the OS distributes CPU
time and memory across all requests to maintain performance.

ii. Multi-user Scheduling
Explanation

Multi-user scheduling is the process by which an operating system manages and coordinates the
execution of processes from multiple users concurrently. The OS scheduler determines which process
runs at a given time, how long it runs, and when it is paused or resumed.

Server operating systems implement advanced scheduling techniques such as time-sharing, priority
scheduling, and fair-share algorithms to ensure that no single user monopolizes system resources. This
allows many users to interact with the system simultaneously without significant performance
degradation.

Example

i.  Inauniversity server, hundreds of students may log in at the same time to access learning
resources. The OS schedules each user’s processes so all receive fair access.

ii.  In contrast, a personal computer typically prioritizes the single user’s active applications.

iii. Network Services
Explanation

Network services are functionalities provided by an operating system that allow communication, data
exchange, and resource sharing over a network. These services include file sharing, web hosting, email
services, database access, and remote login capabilities.

Server operating systems are specifically designed to host and manage these services continuously,
handling incoming client requests, processing them, and sending responses efficiently.

Example
i. A web server hosts a website and responds to HT TP requests from users around the world.
i.  Afileserver allows multiple users in an organization to store and retrieve shared documents.

iv. System Throughput vs Responsiveness
Explanation

System throughput refers to the amount of work a system can complete in a given time, while
responsiveness refers to how quickly the system reacts to user inputs.

Normal operating systems prioritize responsiveness to ensure a smooth user experience, meaning
applications open quickly and interactions feel immediate. Server operating systems prioritize
throughput, aiming to process as many tasks or client requests as possible, even if individual responses
are slightly delayed.

Example
i. A personal computer prioritizes opening applications quickly when a user clicks on them.

i. A server handling thousands of web requests focuses on processing as many requests as possible
per second rather than responding instantly to a single user.

v. Authentication and Authorization



Explanation

Authentication is the process of verifying the identity of a user or system, while authorization
determines what resources and actions that authenticated entity is permitted to access.

Server operating systems implement robust authentication and authorization mechanisms, including
password policies, multi-factor authentication, role-based access control (RBAC), and auditing systems
to ensure security and controlled access.

Example
i.  Logging into a system using a username and password is authentication.
i.  Being allowed to access only certain files or directories based on user role is authorization.
iii.  Inan organization, an administrator has full access, while a regular user has limited permissions.

vi. Scalability and Load Handling
Explanation

Scalability refers to the ability of a system to handle increased workload by adding resources such as
CPU, memory, or additional machines. Load handling refers to how the system manages and distributes
workloads efficiently under varying demand levels.

Server operating systems are designed to scale horizontally (adding more machines) or vertically
(increasing hardware capacity) and use techniques such as load balancing and clustering to maintain
performance under heavy loads.

Example

i. A web application experiencing high traffic may distribute requests across multiple servers using
a load balancer.

ii. A database server may be upgraded with more RAM and CPU cores to handle increased queries.

Summary

These concepts collectively define how operating systems—especially server operating systems—
efficiently manage resources, support multiple users, provide network-based services, maintain
performance balance, enforce security, and adapt to increasing workloads in real-world computing
environments.

5. Real-world Engineering Examples
i. A personal laptop running Windows 10 for document editing and browsing.
ii. A data center machine running a server OS to host websites and databases for thousands of users.

iii.  University systems where one server manages login, storage, and application access for all
students.

6. Diagram

Server OS Diagram: Multiple client computers connected over a network to a central server,
where the OS manages requests and distributes resources.



SERVER OPERATING SYSTEM DIAGRAM

Multiple client computers connected over a network to a central server,
where the OS manages requests and distributes resources.
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7. Advantages:
i.  Normal OS enables personal productivity and standalone computing.

ii.  Server OS enables enterprise systems, cloud computing, web services, and centralized data
management.

8. Summary

A normal OS is designed for single-user interaction and responsiveness, while a server OS is engineered
for multi-user environments, high performance, scalability, and secure service delivery across networks.

B) Installation of Server Operating System
1. Definition

Installation of a Server Operating System is a systematic process of deploying server-specific system
software onto hardware, configuring system-level parameters, and preparing it to deliver network-based
services. This process ensures that the system is properly initialized, compatible with hardware, and
capable of executing server roles efficiently and reliably.

2. Simple Meaning not definition:

It is the process of setting up a server OS so the machine can function as a server.



3. How they work step by step:
Step 1: Hardware Requirements Checking
i.  The system analyzes CPU, RAM, storage, and network interfaces.
ii. ~ Compatibility with the OS is verified.
iii.  Ensures minimum and recommended requirements are satisfied.
Step 2: BIOS/UEFI Configuration
i.  Firmware interface is accessed during startup.
ii.  Boot order is set to prioritize installation media.
iii.  Hardware features like virtualization may be enabled.
Step 3: Bootable Media Creation
i. OSSO image is written to USB/DVD.
i.  Media is made bootable using specialized tools.
iii.  System loads installer from this media during startup.
Step 4: Partitioning and Disk Setup
i.  Disk is divided into logical partitions.
ii.  Filesystems (e.g., NTFS, EXT4) are assigned.
iii.  Storage is structured for OS, applications, and data.
Step 5: Role Selection During Installation
i.  Administrator selects server roles (web, database, file server).
ii.  Required services and dependencies are automatically installed.

4. Key Concepts

i. Hardware Compatibility

Hardware compatibility refers to the ability of a server operating system to function correctly with the
available physical components such as CPU, RAM, storage devices, and network interfaces. The OS
must include drivers and support for the hardware architecture to avoid failures or reduced performance.

Example: Installing a server OS on a machine without supported network drivers may prevent the server
from connecting to a network.

ii. Boot Process

The boot process is the sequence of steps through which a computer starts and loads the operating
system into memory. It begins with firmware initialization (BIOS/UEFI), followed by loading the
bootloader, which then loads the OS kernel.

Example: When a server is powered on, it checks hardware, loads the bootloader from disk, and starts
the operating system automatically.

iii. Disk Partitioning

Disk partitioning is the process of dividing a physical storage device into separate logical sections to
organize data and system files efficiently. Each partition can serve a different purpose such as OS
installation, applications, or user data.

Example: A server may have one partition for the OS and another separate partition for database storage.



iv. File Systems
A file system defines how data is stored, organized, and retrieved on a storage device. It manages file
naming, storage structure, and access control. Different operating systems support different file systems.

Example: A Linux server commonly uses EXT4, while a Windows server uses NTFS to manage files
and directories.

v. Server Roles

Server roles refer to specific functions assigned to a server during or after installation, determining what
services it will provide within a network. Each role installs necessary software and configurations
automatically.

Example: A server configured as a web server hosts websites, while a database server manages
structured data for applications.

5. Real-world Engineering Examples
i.  Installing a web server OS to host a university website.
ii.  Setting up a database server for student records.
iii.  Deploying a file server for organizational data sharing.

6. Do revision dear student.
7. Applications
i.  Afully functional server capable of handling network services.
ii.  Structured storage and optimized system configuration.
iii.  Ready platform for enterprise applications.

8. Summary

Server OS installation involves preparing hardware, configuring system startup, installing the OS,
organizing storage, and assigning roles to define the server’s function.

C) Post Installation Configuration
1. Definition

Post installation configuration refers to the set of administrative procedures performed after installing a
server operating system to ensure proper system identification, network connectivity, security
enforcement, and operational readiness. These configurations transform a basic installation into a fully
functional and secure server environment.

2. Simple Meaning not definition:
It is the setup done after installation to make the server ready for use.



3. How they work step by step:
Step 1: Hostname Configuration
i.  Aunique system name is assigned.
ii.  Enables identification within the network.
Step 2: Network and IP Configuration
i.  Static IP address is assigned.
ii.  Subnet mask, gateway, and DNS are configured.
iii.  Ensures consistent communication.
Step 3: System Updates and Patches
i.  System connects to update servers.
ii.  Installs patches and security fixes.
iii.  Eliminates vulnerabilities.
Step 4: Role Activation and Security Setup
i.  Installed roles are activated.
ii.  User accounts and permissions are defined.
iii.  Firewalls and policies are enforced.

Key Concepts

i. Host Identification

Host identification refers to assigning a unique name (hostname) to a server so it can be recognized and
located within a network environment. This name is used by administrators and network services to
distinguish one system from another.

Example: A server named “DB-SERVER-01" allows administrators to easily identify it as a database
server within an organization.

ii. IP Addressing

IP addressing is the process of assigning a unique numerical address to a device on a network to enable
communication between systems. It ensures that data packets are correctly sent and received between
hosts.

Example: A server configured with a static IP address such as 192.168.1.10 can always be accessed
reliably by client systems.

iii. System Hardening

System hardening is the process of securing a server by reducing vulnerabilities through configuration
changes, removal of unnecessary services, and applying security updates. It minimizes the attack surface
of the system.

Example: Disabling unused ports and services on a server to prevent unauthorized access.

iv. Access Control

Access control refers to mechanisms that regulate who can access specific system resources and what
actions they are permitted to perform. It is enforced through user accounts, roles, and permissions.
Example: Allowing only administrators to modify system configurations while regular users can only
view files.

v. Security Policies
Security policies are formal rules and guidelines that define how a system should be protected and how



users should interact with it. These policies enforce consistent security practices across the system.
Example: Enforcing a policy that requires strong passwords and periodic password changes for all users.

5. Real-world Engineering Examples
i.  Assigning a static IP to a company server for consistent access.
ii.  Updating a server to fix known security vulnerabilities.
iii.  Configuring user permissions in an organizational system.

6. Diagram
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7. Applications
i.  Secure and accessible server system.
i.  Reliable communication across networks.
iii.  Controlled user access and system stability.



8. Summary

Post installation configuration ensures that the server is properly identified, securely configured,
connected to the network, and ready to perform its intended roles efficiently.

D) Uninstallation / Reinstallation Concept
1. Definition

Uninstallation or reinstallation is the structured process of removing an existing operating system and
deploying a new or updated version. This process is typically undertaken to recover from system
failures, upgrade system capabilities, or resolve persistent software issues, ensuring a clean and stable
computing environment.

2. Simple Meaning not definition:
It is replacing the current OS with a new one.
3. How they work step by step:
Step 1: Disk Formatting
i.  Storage device is completely erased.
ii.  Existing OS and files are removed.
iii.  Disk is prepared for fresh installation.

Step 2: OS Replacement Procedure
i.  System boots from installation media.
i.  New OS is selected and installed.
iii.  Previous system is overwritten.
Step 3: Backup and Recovery
i.  Data is backed up before formatting.
ii.  After installation, data is restored.
iii.  Ensures continuity of operations.
4. Key Concepts

i. Data Backup

Data backup is the process of creating and storing copies of important files and system data in a separate
location to prevent data loss in case of system failure, corruption, or accidental deletion. It ensures data
can be restored when needed.

Example: Saving important server files to an external hard drive or cloud storage before reinstalling the
operating system.

ii. Disk Formatting

Disk formatting is the process of preparing a storage device for use by erasing existing data and setting
up a new file system structure. It removes all previous operating system files and user data.

Example: Formatting a hard drive before installing a new server operating system to ensure a clean
installation environment.



iii. Clean Installation

Clean installation refers to installing a new operating system on a formatted disk without retaining
previous system files or configurations. It provides a fresh and stable system environment.
Example: Installing Windows Server from scratch after wiping the previous OS to eliminate system

errors.

iv. System Recovery

System recovery is the process of restoring a computer system to a working state after failure, using
backups, recovery tools, or restore points. It helps recover lost functionality and data.

Example: Restoring a server from a backup image after a system crash or malware attack.

5. Real-world Engineering Examples
i.  Reinstalling a corrupted server OS after failure.
i.  Upgrading a server to a newer OS version.
iii.  Recovering systems after malware attacks.

6. Diagram of cyclic common process of Operating systems reinstallation

A cyclic process diagram:
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7. Advantages:

i.  Clean and stable operating environment.

i.  Removal of errors and corrupted files.

iii.  Improved system performance and reliability.

Server Operating Systems and Their Typical Specifications:

Server OS Type @ Minimum Minimum RAM | Storage Notes
CPU Requirement
Windows Server  64-bit 1.4 GHz | 512 MB (basic), 2 | 32 GB Used for enterprise
Server 2022 (64-bit CPU GB+ minimum services, Active
required) recommended Directory, hosting
Ubuntu Server | 1 GHz dual- 1 GB minimum, 2.5GB Lightweight, widely
Server core (64-bit) 2-4 GB minimum used for cloud and
recommended web servers
Red Hat Server | 2 GHz dual- 2 GB minimum, 10-20 GB Enterprise-grade
Enterprise core 4-8 GB minimum Linux with paid
Linux recommended support
Debian Server | 1 GHz 512 MB-1 GB 10 GB Very stable, widely
(Server processor minimum minimum used for servers
Edition)
CentOS Server | 2 GHz dual- 2 GB minimum 10-20 GB Used for testing
Stream core minimum enterprise Linux

Normal User (Client) Operating Systems and Their Specifications:

environments

Client OS Type Minimum Minimum RAM | Storage Notes
CPU Requirement
Windows Desktop | 1 GHz, 2 4 GB minimum 64 GB Modern Ul, gaming,
11 cores (64-bit) minimum office use
macOS Desktop = Apple Silicon | 4 GB minimum (8  20-35 GB Optimized for Apple
Sonoma or Intel dual- | GB+ minimum hardware
core+ recommended)
Ubuntu Desktop | 2 GHz dual- | 4 GB minimum, 8 | 25 GB Free, widely used for
Desktop core GB recommended = minimum development
ChromeOS | Desktop | Low-power 4 GB minimum 16 GB Cloud-based OS for
Intel/ARM minimum lightweight laptops

CPU



Linux Mint | Desktop 1 GHz 2-4 GB RAM 20 GB Lightweight
processor minimum alternative to
Windows/macOS

8. Summary

Reinstallation involves removing the existing system, installing a new OS, and restoring data to ensure
system reliability, performance, and continuity.

1. Anormal OS is designed for individual user interaction, whereas a server OS supports multiple
users and provides network services.

2. Server OS installation includes hardware preparation, system setup, disk configuration, and role
assignment.

3. Post installation configuration ensures proper networking, security, and operational readiness.

Reinstallation involves formatting, OS replacement, and data restoration to maintain system stability and
performance.



