SOFTWARE DESIGN & DEVELOPMENT METHODOLOGIES
UNIT 4: SOFTWARE TESTING, DEBUGGING, AND TESTING TOOLS

4.1 Introduction

Software testing is one of the most important activities in software engineering. A software system
may be designed carefully and coded skillfully, but it still cannot be trusted until it has been tested.
Testing is the process of examining software to find defects, evaluate quality, and increase

confidence that the system behaves as expected.

It should be understood from the beginning that testing is not just “running the program once.”
Real testing is planned, systematic, documented, and connected to requirements. A tester does not
simply check whether the software opens. A tester asks deeper questions: Does the system do what
the user needs? Does it handle wrong input? Does it behave correctly under boundary conditions?
Does it integrate correctly with other modules? Does it fail safely? Does it continue to work after

changes?

In professional software development, testing is not a small final activity done after coding. It is
part of the entire software life cycle. Requirements should be testable. Designs should support
testing. Code should be written in a way that can be tested. Maintenance changes should be

followed by regression testing.

The central idea of this unit is simple:
Testing cannot prove that software has no defects, but it can reveal defects and increase confidence

in software quality.

PART I: FOUNDATIONS OF SOFTWARE TESTING
4.2 Meaning of Software Testing
Software testing is the process of executing or evaluating software with the intention of finding

errors, verifying that requirements are satisfied, and assessing software quality.

A strong definition is:
Software testing is a systematic activity in which software is checked, analyzed, or executed to

discover defects and verify whether it meets specified requirements.



This definition includes two major ideas.
First, testing is used to find defects. A good test is not one that merely shows the program works
under ideal conditions. A good test is one that has a reasonable chance of revealing a fault if one

exists.

Second, testing is used to verify requirements. If the Software Requirements Specification says
that a student must not register for a course without passing prerequisites, testing must check that

condition.

4.3 Why Software Testing Is Necessary

Software systems are created by humans, and humans make mistakes. A requirement may be
misunderstood. A design decision may be incomplete. A programmer may make a logic error. A
database field may be wrongly defined. A user interface may confuse users. An external service

may fail.
Testing is necessary because it helps detect such problems before the software causes real damage.

In a college management system, a small defect may result in wrong marks, incorrect fee balances,
duplicate registration, or unauthorized access to student records. In a banking system, a defect may

cause financial loss. In medical or transportation software, defects may affect safety.

Testing is therefore not an optional activity. It is a quality assurance necessity.

4.4 Testing Objectives
The objectives of testing are broader than simply “checking code.” Testing aims to achieve the

following.

1.  To find defects: The most direct objective of testing is to discover faults before the user
experiences them.
ii.  To verify requirements: Testing checks whether the system satisfies stated requirements.
iii.  To validate user expectations: Testing helps determine whether the software solves the
real user problem.
iv.  To improve quality: By finding and removing defects, the final product becomes more
reliable.

v.  To reduce risk: Testing reduces the risk of failure in operation.



vi.  To support decision-making: Test results help managers decide whether software is ready
for release.
vii.  To provide confidence: Testing gives stakeholders evidence that the software has been

checked under known conditions.

An important point is that testing does not guarantee absolute correctness. It improves confidence,

but cannot prove that no defects exist.

4.5 Testing Principles

Testing principles are general truths that guide effective testing.

1. Testing shows presence of defects, not absence
Testing can show that defects exist. It cannot prove that a system is completely defect-free.
For example, if a calculator program passes 100 test cases, that does not prove it will work for

every possible input. It only shows that it worked for the cases tested.

2. Exhaustive testing is impossible
For most real systems, it is impossible to test every possible input, path, condition, and
environment.
Consider a login form with username and password. If usernames and passwords can contain many
characters of different lengths, the number of possible combinations becomes enormous.

Therefore, testers select representative and high-risk cases.

3. Early testing saves cost
Defects found early are cheaper to fix than defects found late. A wrong requirement discovered
during requirement review may require only a document correction. The same defect discovered
after coding may require design changes, code changes, database changes, test changes, and user
documentation updates.

4. Defect clustering
Defects are often concentrated in a small number of modules. Complex, frequently changed, or

poorly designed modules may contain more defects.

5. Pesticide paradox
If the same tests are repeated again and again, they may stop finding new defects. Test cases must

be reviewed and improved over time.



6. Testing is context-dependent
Testing depends on the type of system. A simple website, a banking system, and medical software

require different testing depth and methods.

7. Absence of errors is not enough
Even if software has few visible defects, it is still unsuccessful if it does not meet user needs.
For example, a perfectly coded report system is useless if it generates the wrong report format

required by the college.
PART II: BASIC TESTING TERMS

4.6 Fault, Error, and Failure

1. Fault

A fault is a defect or flaw in the software artifact. It may exist in requirements, design, code, or
configuration.

Example: A programmer writes the wrong formula for calculating fine.

2. Error
An error is a human mistake or an incorrect internal state produced during execution.

Example: The developer misunderstood the fine rule and coded it incorrectly.

3. Failure
A failure is the visible incorrect behavior of the software during execution.

Example: The system displays a fine of 50 instead of 100.
A simple chain is:
Human mistake —— Fault in software ——» Failure during execution

Or:

Error by developer —— Defective code ———» Wrong output to user



4.6.4 Example
Suppose the correct rule is:

Students must pay 10 units fine per late day.

The programmer accidentally writes:

fine = daysLate * 5

The human misunderstanding or mistake is the error.
The wrong formula in the code is the fault.

The incorrect fine shown to the user is the failure.

4.7 Test Case
A test case is a set of conditions, inputs, execution steps, and expected results used to check

whether software behaves correctly.

A proper test case should usually include:
o Test case ID,
e Objective,
e Preconditions,
e Input data,
o Execution steps,
o Expected result,
e Actual result,

o Pass/fail status.




4.7.1 Example test case

For a student login system:

Test Case ID: TC_LOGIN_001

Objective: Verify successful login with valid credentials
Precondition: Student account exists

Input: Username = STUOO1, Password = correct password
Steps: 1. Open login page

2. Enter username
3. Enter password

4. Click Login

Expected Result: System should open the student dashboard

Actual Result: To be recorded during testing

Status: Pass or Fail

4.7.2 Why test cases matter
Test cases make testing systematic and repeatable. Without written test cases, testing becomes

informal and incomplete.



PART III: BLACK-BOX AND WHITE-BOX TESTING

4.8 Black-Box Testing

Black-box testing is a testing method in which the tester checks the functionality of the software

without knowing its internal code structure.

The tester focuses on:

e Input,
e Qutput,
e Requirements,

e Expected behavior.

The internal logic is treated as a “black box.”

Input ]—bL Software System P Output
#

Internal logic hidden

4.8.1 Example

For a grade calculation system, the tester enters marks and checks whether the correct grade is

produced. The tester does not inspect the code formula.

4.8.2 Advantages of black-box testing

1.

ii.

1il.

1v.

No knowledge of internal code required: Testers can evaluate the system without
understanding programming or internal logic.

Focuses on user requirements: Ensures the software behaves according to functional
specifications and user expectations.

Independent testing possible: Testers and developers can work separately, reducing bias.
Effective for finding missing functions: Helps detect incorrect, missing, or incomplete
features.

Suitable for large systems: Can test complete applications and integrated modules

efficiently.



vi.

Vil.

Viil.

Validates input and output behavior: Checks whether correct outputs are produced for
given inputs.

Useful for system and acceptance testing: Commonly applied during later testing phases
to verify overall functionality.

Can begin early from requirements documents: Test cases may be designed before

actual coding starts.

4.8.3 Disadvantages of black-box testing

il.

iil.

iv.

V1.

vil.

Viii.

No visibility into internal code structure: Testers cannot identify which parts of the code
were actually executed.

Limited code coverage: Some internal paths, conditions, or logic errors may remain
untested.

Difficult to identify exact source of defects: The test may reveal a failure, but not where
the fault exists in the code.

Redundant test cases may occur: Different testers may unknowingly create similar tests.
Requires clear specifications: Poor or incomplete requirements make effective testing
difficult.

Not effective for detecting hidden errors: Internal issues such as dead code or security
weaknesses may be missed.

Large number of test cases may be needed: Many input combinations are often required
to achieve good coverage.

Cannot fully test all possible inputs: Exhaustive testing is usually impossible for complex

systems.



4.9 White-Box Testing

White-box testing is a testing method in which the tester uses knowledge of the internal code,

logic, structure, and paths of the program. It is also called structural testing or glass-box testing.

Tester sees:

R/
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Conditions
Loops
Branches
Statements
Paths

Data flow

4.9.1 Example

A tester examines the code of a fine calculation function and creates tests to cover all decision

branches.

4.9.2 Advantages of white-box testing

1.

Detects logical errors early: Helps identify mistakes in conditions, loops, and program

logic.

Provides detailed code coverage: Ensures statements, branches, and paths in the code are

tested.
Improves code quality: Reveals inefficient, redundant, or poorly structured code.

Supports optimization: Developers can improve performance and resource usage after

analysis.

Helps identify security vulnerabilities: Internal code examination can expose hidden

weaknesses.
Useful for unit testing: Effective for testing individual functions and modules.

Enables thorough testing of internal operations: Tests data flow, control flow, and

execution paths directly.



8.

9.

Facilitates debugging: Since testers understand the code structure, locating defects

becomes easier.

Can automate testing easily: White-box tests are often suitable for automated testing

tools.

10. Improves maintainability: Thorough testing helps make future modifications safer and

easier.

4.9.3 Disadvantages of white-box testing

1.

Requires programming knowledge: Testers must understand the source code and internal
system structure.

Time-consuming: Examining all paths, branches, and conditions can take significant time.
Complex for large systems: Large applications may contain too many execution paths to
test completely.

Costly: Skilled developers or testers are needed, increasing testing cost.

Cannot detect missing requirements easily: Focuses on code implementation rather than
whether user needs are satisfied.

Maintenance effort is high: Test cases may need frequent updates whenever the code
changes.

Not suitable for non-technical testers: People without coding knowledge may find it
difficult to perform.

May miss interface and usability issues: Internal code testing does not fully evaluate user
experience.

Complete path coverage is often impossible: Some programs have extremely large

numbers of possible execution paths.

10. Risk of developer bias: Developers testing their own code may overlook certain defects.



4.10 Comparison of Black-Box and White-Box Testing

Aspect Black-Box Testing White-Box Testing

Focus Functionality Internal logic

Code knowledge | Not required Required

Based on Requirements Code structure

Common use System and acceptance testing | Unit and structural testing
Strength User perspective Internal coverage

Weakness May miss hidden logic faults | May miss missing requirements

Black-box testing checks whether the software does what it should. White-box testing checks how

the software does it internally.

PART IV: BLACK-BOX TESTING STRATEGIES

4.11 Equivalence Partitioning
Equivalence partitioning divides input data into groups or classes where all values in a class are
expected to behave similarly.

Instead of testing every value, one or a few representative values are selected from each class.

4.11.1 Example
A form accepts age from 18 to 60.

The input can be divided into:
Invalid class: age below 18
Valid class: age 18 to 60

Invalid class: age above 60

Representative test cases may be:
17 -> invalid
30 -> valid

61 -> invalid



4.11.2 Why it is useful

It reduces the number of test cases while still covering important input categories.

4.12 Boundary Value Analysis
Boundary value analysis focuses on values at the edges of input ranges because defects often occur

near boundaries.

4.12.1 Example
If valid marks are 0 to 100, important test values include:

-1,0, 1,99, 100, 101

4.12.2 Why boundaries matter

Programmers commonly make mistakes with conditions such as:
less than

less than or equal to

greater than

greater than or equal to

A wrong boundary condition can reject valid input or accept invalid input.

4.13 Decision Table Testing

Decision table testing is used when software behavior depends on combinations of conditions.

4.13.1 Example
A student may be allowed to sit for an exam if:
e attendance is at least 75%,

e fees are paid.

Decision table:

Attendance > 75% | Fees Paid | Allow Exam?
Yes Yes Yes
Yes No No
No Yes No
No No No

This method is useful when rules are logical and condition-based.



4.14 State Transition Testing

State transition testing checks software behavior as it moves from one state to another.
4.14.1 Example

A library book may have states:

Available -> Issued -> Returned -> Available

Available -> Reserved -> Issued

A state transition test checks whether valid transitions are allowed and invalid transitions are

prevented.

4.14.2 Diagram

issue
Available » Issued

T

return

4.15 Use Case Testing

Use case testing creates test cases from user scenarios.

4.15.1 Example

Use case: Student registers for course.

Test flow:
1. student logs in,
2. system displays available courses,
3. student selects course,
4. system checks prerequisites,
5. system confirms registration.

This method is useful because it follows real user behavior.



PART V: WHITE-BOX TESTING STRATEGIES
4.16 Statement Coverage
Statement coverage checks whether every executable statement in the program has been executed

at least once during testing.

4.16.1 Example

If a function has 20 executable statements and tests execute all 20, statement coverage is 100%.

4.16.2 Limitation

Executing every statement does not mean every decision condition has been fully tested.

4.17 Branch or Decision Coverage

Branch coverage checks whether every decision outcome has been tested.
For an if statement, both true and false paths should be tested.

4.17.1 Example
if marks >= 40:

result = "Pass"
else:

result = "Fail"

Tests should include:
marks = 50 -> Pass branch

marks = 30 -> Fail branch

4.18 Path Coverage
Path coverage attempts to test all possible paths through a program.

4.18.1 Challenge
For programs with many conditions and loops, the number of paths can become very large or

practically impossible to test exhaustively.

4.18.2 Importance

Path coverage is useful for critical sections of code where logic errors are risky.



4.19 Loop Testing
Loop testing focuses on loops because loops often cause defects such as off-by-one errors, infinite

loops, or skipped iterations.

Important loop cases include:
0 iterations

1 iteration

2 iterations

typical number of iterations

maximum allowed iterations

4.19.1 Example

If a program processes all students in a class list, tests should check:
e Empty list,
¢ One student,
e Many students,

e Maximum allowed students.

PART VI: TESTING ACTIVITIES AND TEST PLAN
4.20 Testing Activities

Testing is a planned process. It usually includes the following activities:

Test Planning

l

Tost Case Design

l

Test Environment Setup

|

Test Execution ’

!

Defect Reporting ’

l

| Retesting and Regression Testing

Test Closure




i.  Test planning
The team decides what will be tested, who will test, what tools will be used, and what schedule

will be followed.

ii.  Test case design

Test cases are created from requirements, design, and code structure.

iii.  Test environment setup

The required hardware, software, databases, users, and test data are prepared.

iv.  Test execution

Test cases are run and results are recorded.

v.  Defect reporting

Failures are reported with evidence.

vi.  Retesting

After a defect is fixed, the failed test is repeated to confirm correction.

vii.  Regression testing

Previously working features are tested again to make sure new changes have not broken them.

viii. Test closure

The team summarizes results, open risks, defect trends, and release readiness.

4.21 Test Plan
A test plan is a document that describes the scope, approach, resources, schedule, and activities of

testing.

A good test plan answers:
e What will be tested?
e What will not be tested?
e  Who will test?
e  When will testing happen?
e What tools are needed?

e What test data is needed?



e  What risks exist?
[ )

What criteria decide pass or fail?

When can testing stop?

4.21.1 Typical contents of a test plan

[

Test Plan

[
i @Q Test objectives

i [

=l 3 Scope of testing

r<
—— |--|  Features to be tested
pm—— Features not to be tested
= Test strategy

Test environment

Test data

Roles and responsibilities

Schedule

Defect reporting procedure

Entry criteria

Exit criteria

& Risks and assumptions



4.21.2 Example

For a college result system, the test plan may state that the team will test login, mark entry, grade

calculation, result publishing, report generation, and access control. It may also state that load

testing will be limited to a certain number of users if infrastructure is unavailable.

4.22 Tracking Defects

Defect tracking is the process of recording, managing, and monitoring defects from discovery to

closure.

4.22.1 Why defect tracking matters

Without defect tracking, teams may forget defects, duplicate reports, misunderstand severity, or

release software with known critical problems.

4.22.2 Defect report contents

A useful defect report usually contains:

Defect ID

Title

Description

Steps to reproduce
Expected result
Actual result
Severity

Priority
Environment
Screenshots or logs if available
Assigned person

Status

DEFECT REPORT

Defact ID

Title

Description

S:cps t: reproduce
Expected result
Actual result

Sevetity

Priority

Environment

Screenshots or logs \
If avadable \

Assigned person

Status



4.22.3 Defect life cycle

| |
New '——0 Assigned —¥% In Progress > Fixed —» Retested —P»| Closed

l

Reopened

4.22.4 Severity and priority

Severity describes technical impact. Priority describes urgency.

A spelling mistake on the homepage may have low severity but high priority if the software is
about to be publicly demonstrated.

A rare internal calculation defect may have high severity but lower priority if it affects an unused
feature. However, in safety or finance systems, high severity defects usually demand urgent

attention.

PART VII: LEVELS OF TESTING

Testing levels show how testing expands from small parts to the complete system.

4.23 Unit Testing

Unit testing checks individual functions, classes, or modules.
Example: Testing only the calculateFine() function.

Purpose:
e Verify small units,
e Find defects early,

e Simplify debugging.

4.24 Integration Testing
Integration testing checks whether modules work correctly together.
A module may pass unit testing but fail when connected to other modules because of interface

mismatch, data format errors, or timing issues.



4.24.1 Example
The fee calculation module may work correctly alone. The receipt generation module may also
work correctly alone. But when connected, the receipt may show wrong data because the amount

is passed in the wrong format.
4.24.2 Integration testing approaches

i.  Big bang integration
All modules are combined at once and tested together.
v Advantage: Simple to understand.

% Disadvantage: Difficult to locate defects.

ii.  Top-down integration

Testing begins from higher-level modules and gradually adds lower-level modules.

ili. Bottom-up integration

Testing begins from lower-level modules and gradually builds upward.

iv.  Incremental integration

Modules are added and tested step by step. This is usually safer than combining everything at once.

4.25 System Testing
System testing checks the complete integrated system against requirements. It evaluates the system

as a whole.

System testing may include:
e Functional testing,
e Performance testing,
e Security testing,
e Usability testing,
e Recovery testing,
e Compeatibility testing,

o Installation testing.



4.25.1 Example
For a college portal, system testing checks whether login, course registration, attendance display,

fee payment, and report generation work together as a complete system.

4.26 Acceptance Testing

Acceptance testing determines whether the software is acceptable to the customer or end users.

It may include:
e User acceptance testing,
e Operational acceptance testing,
e Alpha testing,

¢ Beta testing.

4.26.1 Alpha testing

Alpha testing is usually performed in a controlled environment before wider release.

4.26.2 Beta testing
Beta testing is performed by selected real users in real or near-real environments before final

release.

PART VIII: SOFTWARE TESTING STRATEGIES

4.27 Static Testing Strategies

Static testing involves examining software artifacts like code, requirements, and design documents
without actually executing the program. It focuses on reviewing documents, code, and design to

find defects early.

It may include:
e Requirement review,
e Design review,
e Code review,
e Walkthrough,
e Inspection,

e Static analysis.



4.27.1 Why static testing matters

Defects found before execution are often cheaper to fix.

For example, if a requirement says “student age must be above 18,” but the legal rule is actually

“18 or above,” a review can catch this before coding.

4.28 Dynamic Testing

Dynamic testing involves executing a software application's code to validate its functional and
non-functional behavior in real-time. Unlike static testing (which reviews documents), dynamic
testing focuses on observing how the system responds to various inputs and conditions during

runtime.

Examples include:
e Unit testing,
e Integration testing,
e System testing,

e Performance testing.

Static and dynamic testing are complementary. Static testing checks documents and code without

running, while dynamic testing checks behavior during execution.

4.29 Formal Technical Reviews

A formal technical review is a structured examination of software artifacts by qualified people.

Artifacts may include:
e Requirements,
e Design documents,
e Code,
e Test plans,

e User manuals.

4.29.1 Objectives
Formal technical reviews aim to:
e Find defects,

e Check standards compliance,



e Improve quality,
e Share knowledge,

e Reduce later rework.

4.29.2 Review roles
A review may involve:
e Author,
e Reviewer,
e Moderator,
e Recorder,

e Manager or observer where appropriate.

4.29.3 Review process

Planning -> Preparation -> Review Meeting -> Defect Recording -> Rework -> Follow-up

NOTE:

The purpose of a review is to improve the product, not blame the author.

4.30 Code Walkthrough
A code walkthrough is a review in which the author explains the code to others, often by walking

through logic and sample cases.

4.30.1 Purpose
It helps detect:
= Logic defects,
=  Unclear code,
=  Missed conditions,
= Interface problems,

= Misunderstanding of requirements.



4.30.2 Example

A developer explains the calculateGrade() function to the team using sample student marks.

Reviewers ask questions and identify missing boundary cases.

4.31 Code Inspection

Code inspection is a formal, static testing technique where a team of reviewers systematically
examines source code to find defects without actually executing the program. It is considered the

most formal type of review process in software development, following specific rules, checklists,

and entry/exit criteria.

4.31.1 Features of inspection

Planned meeting,
Defined roles,
Checklist-based review,
Defect recording,

Follow-up verification.

4.31.2 Difference between walkthrough and inspection

Aspect Walkthrough Inspection

Formality | Less formal More formal

Leader Often author Moderator or inspection leader
Method Explanation and discussion Checklist-based systematic review
Output Comments and defects Recorded defects and follow-up

PART IX: DEBUGGING

4.32 Meaning of Debugging

Debugging is the process of locating, analyzing, and correcting the cause of a software failure.

Testing reveals that a failure exists. Debugging finds and removes the underlying fault.



https://www.geeksforgeeks.org/software-engineering/software-engineering-software-review/

This distinction is very important.

¢ Testing: Shows that something is wrong.

% Debugging: Finds why it is wrong and fixes it.

4.33 Characteristics of Bugs

Bugs may have several characteristics.

1.

ii.

iil.

iv.

They may be hidden: A bug may appear only under special conditions.

They may be difficult to reproduce: Some defects occur only with certain data, timing,
or environment.

They may be caused by interaction: One module may work alone but fail when combined
with another.

They may have distant symptoms: The visible failure may appear far away from the
actual fault location.

They may be introduced during changes: Maintenance changes can accidentally create

new bugs.



4.34 Life Cycle of a Debugging Task
A debugging task usually follows this path:

[ A Failure Observed
'

\

J

‘ O Reproduce the Failure
| Collect Evidence
{ {:} Locate Fault

[ ’ Correct Fault
'

0 Retest
'

Regression Test

!
o Close Defect




i.  Failure Observed

A problem is noticed while the software is running.

ii.  Reproduce the failure

The developer must try to make the failure happen consistently.

iili.  Collect evidence
Evidence may include:
e Input data,
e Logs,
e [Error messages,
e Screenshots,
e Stack traces,

e Environment details.

iv.  Locate the fault

The developer traces the cause.

V. Correct the fault

The code, configuration, or document is changed.

vi. Retest

The original failed case is tested again.

vii.  Regression test

Related functions are tested to ensure the fix did not break anything else.

viii. Close Defect

The defect is marked as closed after the fix is verified successfully.



4.35 Debugging Approaches
1. Brute force debugging
This involves examining many outputs, logs, or print statements until the cause is found.

It is common but can be inefficient.

2. Backtracking
The developer starts from the point where failure appeared and traces backward through the code
to find the cause.

This is useful for small or medium programs.

3. Cause elimination

The developer forms hypotheses about possible causes and eliminates them one by one.

Example:

Failure: Student grade is wrong.

Possible causes:
e Wrong marks entered,
e  Wrong formula,
e Wrong subject credit,
e Wrong rounding rule,
e Wrong database value.

Each possibility is checked until the true cause is found.

4. Program slicing

The developer focuses only on the parts of the program related to the wrong value or behavior.

5. Using debugging tools
Modern programming environments provide breakpoints, step execution, watches, and call stacks

to help locate problems.



PART X: SOFTWARE TESTING TOOLS
4.36 Need for Testing Tools
Testing tools help automate and manage testing activities. They are especially useful when

software is large, frequently changed, or must be tested repeatedly.

Manual testing alone may become slow and inconsistent. Tools help improve repeatability, speed,

and coverage.

Testing tools can help with:
e Test case management,
e Automated test execution,
e Regression testing,
e Performance testing,
e Defect tracking,
e Code coverage,
e Static analysis,

e Reporting.

4.37 Classification of Testing Tools

Testing tools can be classified according to the activity they support.

Testing Tools

[t Test Management Tools

> Functional Testing Tools
—® C Regression Testing Tools
—= (") Performance/Load Testing Tooks
o Ea Static Analysis Tools

— ol Ccode Coverage Tools

— Q} Defoct Tracking Tools

— Security Testing Tools



4.38 Functional and Regression Testing Tools
Functional testing tools help verify that software functions work according to requirements.

Regression testing tools help repeat previous tests after changes.

Example
If a college portal is updated to add a new fee payment option, regression tests should check that

login, attendance view, and course registration still work.

Why automation helps
If the same tests must be repeated every release, automated regression testing saves time and

reduces human error.

4.39 Performance and Load Testing Tools
Performance testing checks speed, response time, throughput, and resource use.

Load testing checks how the system behaves under expected or heavy user load.

Example
A college result website may work for 10 users but fail when 5,000 students check results at the

same time. Load testing helps identify such risks.

Important performance measures
e Response time,
e Throughput,
e (CPU usage,
e Memory usage,
e FError rate,

e Maximum supported users.

4.40 Test Process Management Tools

Test process management tools help organize testing work.

They may manage:
e Test plans,
e Test cases,

e Test execution results,



Defect reports,
Tester assignments,

Release readiness reports.

They are especially useful in large teams where many testers work on many features.

4.41 Benefits of Testing Tools

Testing tools provide several advantages.

v

v
v
v
v

They improve repeatability because the same test can be run consistently.
They improve speed because automated tests can run faster than manual tests.
They support regression testing because old tests can be rerun after changes.
They improve documentation because results are recorded.

They improve visibility because managers can see test progress and defect status.

However, it is important to understand that tools do not guarantee quality by themselves. Poor test

cases automated by a good tool are still poor tests.

4.42 Risks Associated with Testing Tools

Testing tools also introduce risks.

Unrealistic expectations: Managers may expect tools to solve all testing problems
automatically.

High cost: Some tools require license fees, training, setup time, and maintenance effort.
Poor tool selection: A tool may not fit the project, technology, or team skill level.

Script maintenance: Automated tests may break when the user interface changes, even if
the software still works.

False confidence: If automated tests pass, the team may assume the system is fully correct,
even though important cases were never tested.

Learning curve: Team members need time to learn tools properly.



4.43 Selecting Testing Tools

Tool selection should be careful and evidence-based.

A team should consider:
e Project needs,
o Type of application,
e Supported technology,
e Cost,
o Ease of use,
o Integration with existing tools,
e Reporting features,
o Skill level of team,
e Vendor/community support,

e Maintenance effort.

Before full adoption, it is wise to run a small pilot project.

4.44 Introducing a Tool into the Testing Process

Introducing a tool should be planned. A practical approach is:

Run Pilot

!
i’E] Train Team

l
:@ Integrate with Process
!

/‘/i Monitor Benefits
11

A testing tool should improve the process. It should not create unnecessary complexity.



4.45 Examples of Commercial Software Testing Tools
Tool availability and popularity can change over time, so it is better to present them as examples

rather than permanent standards.

Common examples historically and currently used in industry include tools for:
e Functional test automation,
o Performance/load testing,
e Test management,
e Defect tracking,
o Static analysis,

o Security testing.

Examples include Selenium for browser automation, JMeter for load testing, LoadRunner for
performance testing, Jira for issue tracking, TestRail for test management, and various IDE-based

unit testing frameworks.

For example:
v’ Selenium is commonly used for automating browser-based functional tests.
v JMeter is commonly used for load and performance testing.

v" Jira is commonly used for tracking issues and defects.

4.46 Integrated Example: Testing a College Result Processing System

To connect the whole unit, consider a college result processing system.

Requirement

The system shall calculate grades based on internal marks, exam marks, and grading rules.

Black-box testing

The tester enters different marks and checks whether the correct grade is shown.

Examples:
% Marks = 85 -> Grade A
+ Marks =40 -> Pass
+ Marks = 39 -> Fail



¢ Marks =0 -> Fail
¢ Marks = 100 -> Grade A
«* Marks =101 -> Invalid

White-box testing

The developer checks whether every branch in the grade calculation code is executed.

Boundary testing
The tester focuses on marks near boundaries:

39, 40, 41
74,75,76

99, 100, 101

Integration testing

The grade calculation module is tested with the mark entry module and report generation module.

System testing
The full result system is tested from login to mark entry, grade calculation, approval, publication,

and student viewing.

Defect tracking
If the system gives Grade B for 75 marks when the rule says Grade A, a defect report is created.

Debugging

The developer traces the grade logic and discovers that the condition was written incorrectly.

Regression testing
After the fix, old grade cases are tested again to ensure no other grading rule was broken.

This example shows how testing, debugging, and defect tracking work together.



Short Revision Summary

Software testing is a systematic activity used to discover defects and verify whether software
satisfies requirements. Testing improves confidence but does not prove that software is completely
defect-free. Important testing principles include early testing, impossibility of exhaustive testing,

defect clustering, pesticide paradox, and context-dependent testing.

A fault is a defect in software, an error is a human mistake or incorrect internal state, and a failure
is visible incorrect behavior. A test case defines inputs, steps, expected results, and actual

outcomes.

Black-box testing checks external behavior without knowledge of internal code. White-box testing
checks internal logic and structure. Black-box techniques include equivalence partitioning,
boundary value analysis, decision tables, state transition testing, and use case testing. White-box

techniques include statement coverage, branch coverage, path coverage, and loop testing.

Testing activities include planning, test case design, environment setup, execution, defect
reporting, retesting, regression testing, and closure. A test plan organizes the testing effort. Defect

tracking manages bugs from discovery to closure.

Testing levels include unit testing, integration testing, system testing, and acceptance testing. Static
testing includes reviews, walkthroughs, inspections, and analysis without execution. Debugging
locates and fixes the cause of failures. Testing tools support automation, test management, defect

tracking, regression testing, performance testing, and reporting.

The central lesson of Unit 4 is that software quality must be checked deliberately, repeatedly, and

systematically. Testing is not a final formality; it is a disciplined engineering activity.



