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1.7.1 ISO-OSI Model:

There are numbers of users who use computer network and are located over the
world. So to ensure, national and worldwide data communication, systems must be
developed which are compatible to communicate with each other. ISO has developed
this. ISO stands for International organization of Standardization. This is called a
model for Open System Interconnection (OSI) and is commonly known as OSI model.

The ISO-0SI model is a seven layer architecture. It defines seven layers or levels

in a complete communication system.
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1.7.1:1 Feature of OSI Model :

. Big picture of communication over network is understandable through this OSI

model.
2. We see how hardware and software work together.






1.7.2 Functions of Different Lavers :
1.7.2.1 Layer 1: The Physical Layer :

L.
2.
3.

4.
3
6.

It 1s the lowest layer of the OSI Model.

It activates, maintains and deactivates the physical connection.

It is responsible for transmission and reception of the unstructured raw data over
network.

Voltages and data rates needed for transmission is defined in the physical layer.

It converts the digital/analog bits into electrical signal or optical signals.

Data encoding is also done in this layer.

1.7.2.2 Layer 2: Data Link Layer :

L

Data link layer synchronizes the information which is to be transmitted over the
physical layer.

The main function of this layer is to make sure data transfer is ervor free from one
node to another, over the physical layer.

Transmitting and receiving data frames sequentially is managed by this layer.

This layer sends and expects acknowledgements for frames received and sent
respectively. Resending of non-acknowledgement received frames is also handled by
this layer.

This layer establishes a logical layer between two nodes and also manages the Frame
traffic control over the network. It signals the transmitting node to stop, when the
frame buffers are full.

1.7.2.3 Layer 3: The Network Layer :

# L3 by

It routes the signal through different channels from one node to other.

It acts as a network controller. It manages the Subnet traffic.

It decides by which route data should take.

It divides the outgoing messages into packets and assembles the incoming packets
into messages for higher levels.

1.7.2.4 Layer 4: Transport Layer :

L
2.

It decides if data transmission should be on parallel path or single path.
Functions such as Multiplexing, Segmenting or Splitting on the data are done by this
layer
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It receives messages from the Session layer above it, convert the message into
smaller units and passes it on to the Network layer.
Transport layer can be very complex, depending upon the network requirements.

Transport layer breaks the message (data) into small units so that they are handled

more efficiently by the network layer.

1.7.2.5 Layer 5: The Session Layer :

1. Session layer manages and synchronize the conversation between two different
applications.

2. Transfer of data from source to destination session layer streams of data are marked
and are resynchronized properly, so that the ends of the messages are not cut
prematurely and data loss is avoided.

1.7.2.6 Layer 6: The Presentation Layer :

1. Presentation layer takes care that the data is sent in such a way that the receiver will
understand the information (data) and will be able to use the data.

2. While receiving the data, presentation layer transforms the data to be ready for the
application layer.

3. Languages(syntax) can be different of the two communicating systems. Under this
condition presentation layer plays a role of translator.

4. It performs Data compression, Data encryption, Data conversion etc.

1.7.2.7 Layer 7: Application Layer :

1. It is the topmost layer.

2. Transferring of files disturbing the results to the user is also done in this layer. Mail
services, directory services, network resource etc are services provided by
application layer.

3. This layer mainly holds application programs to act upon the received and to be sent
data.

1.7.2.8 Merits of OSI reference model:

1. OSI model distinguishes well between the services, interfaces and protocols.

2. Protocols of OSI model are very well hidden.

3. Protocols can be replaced by new protocols as technology changes.

4. Supports connection oriented services as well as connectionless service.
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1.7.2.9 Demerits of OSI reference model:

1. Model was devised before the invention of protocols.
2. Fitting of protocols is tedious task.
3. It is just used as a reference model.

1.7.3 TCP/IP REFERENCE Model

TCP/IP means Transmission Control Protocol and Internet Protocol. It is the
network model used in the current Internet architecture as well. Protocols are set of rules
which govern every possible communication over a network. These protocols describe
the movement of data between the source and destination or the internet. These
protocols offer simple naming and addressing schemes.

TCP/IP that is Transmission Control Protocol and Internet Protocol was
developed by Department of Defence's Project Research Agency (ARPA, later DARPA)
as a part of a research project of network interconnection to connect remote machines.

The features that stood out during the research, which led to making the TCP/IP
reference model were:

« Support for a flexible architecture. Adding more machines to a network was easy.
« The network was robust, and connections remained intact untill the source and
destination machines were functioning.

The overall idea was to allow one application on one computer to talk to(send data
packets) another application running on different computer.

APPLICATION LAYER

TRANSPORT LAYER
INTERNET LAYER

HOST-TO-NETWORK

{NETWORK ACCESS
LAYER)
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Description of different TCP/IP protocols
1.7.3.1  Layer 1: Host-to-network Layer

1. Lowest layer of the all.
2. Protocol is used to connect to the host, so that the packets can be sent over it.
3. Varies from host to host and network to network.

1.7.3.2 Layer 2: Internet layer

1. Selection of a packet switching network which is" based on a connectionless
internetwork layer is called a internet layer.

It is the layer which holds the whole architecture together.

It helps the packet to travel independently to the destination.

Order in which packets are received is different from the way they are sent.

IP (Internet Protocol) is used in this layer.
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1.7.3.3 Layer 3: Transport Layer

1. It decides if data transmission should be on parallel path or single path.

2. Functions such as multiplexing, segmenting or splitting on the data is done by
transport layer.

3. The applications can read and write to the transport layer.

4. Transport layer adds header information to the data..

5. Transport layer breaks the message (data) into small units so that they are handled
more efficiently by the network layer.

6. Transport layer also arrange the packets to be sent, in sequence.

1.7.34 Layer 4: Application Layer

The TCP/IP specifications described a lot of applications that were at the top of the
protocol stack. Some of them were TELNET, FTP, SMTP, DNS etc.

1. TELNET is a two-way communication protocol which allows connecting to a remote
machine and run applications on it.

2. FTP(File Transfer Protocol) is a protocol, that allows File transfer amongst computer
users connected over a network. It is reliable, simple and efficient.

3. SMTP(Simple Mail Transport Protocol) is a protocol, which is used to transport
electronic mail between a source and destination, directed via a route.
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4. DNS(Domain Name Server) resolves an IP address into a textual address for Hosts
connected over a network.

1.7.3.5 Merits of TCP/IP model

It operated independently.

It is scalable.

Client/server architecture.

Supports a number of routing protocols.

Can be used to establish a connection between two computers.
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1.7.3.6 Demerits of TCR/IP

In this, the transport layer does not guarantee delivery of packets.
The model cannot be used in any other application.

Replacing protocol is not easy.

It has not clearly separated its services, interfaces and protocols.
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Comparison of OSI Reference Model and TCP/IP Reference Model

Following are some major differences between OSI Reference Model and TCP/IP
Reference Model

OSI(Open System Interconnection) || TCP/IP(Transmission Control Protocol /
Internet Protocol)

1. OSI is a generic, protocol 1. TCP/IP model is based on standard protocols
independent standard, acting as a around which the Internet has developed. It is a
communication gateway between the | communication protocol, which allows
network and end user. connection of hosts over a network.

2. In OSI model the transport layer 2. In TCP/IP model the transport layer does not
guarantees the delivery of packets. guarantees delivery of packets. Still the TCP/IP
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model is more reliable.

3. Follows vertical approach.

3. Follows horizontal approach.

4, OSI model has a separate
Presentation layer and Session layer.

4. TCP/IP does not have a separate Presentation
layer or Session layer.

5. OSlI is a reference model around
which the networks are built.
Generally it is used as a guidance
tool.

5. TCP/IP model is, in a way implementation of
the OSI model.

6. Network layer of OSI model
provides both connection oriented
and connectionless service.

6. The Network layer in TCP/IP model provides
connectionless service.

7. OSI model has a problem of fitting
the protocols into the model.

7. TCP/IP model does not fit any protocol

8. Protocols are hidden in OSI model
and are easily replaced as the
technology changes.

8. In TCP/IP replacing protocol is not easy.

9. OSI model defines services,
interfaces and protocols very clearly
and makes clear distinction between
them. It is protocol independent.

9. In TCP/IP, services, interfaces and protocols
are not clearly separated. It is also protocol
dependent.

‘ 10. It has 7 layers

10. It has 4 layers
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1.8 Physical Layer

Physical layer in the OSI model plays the role of interacting with actual hardware and
signaling mechanism. Physical layer is the only layer of OSI network model which
actually deals with the physical connectivity of two different stations. This layer defines
the hardware equipment, cabling, wiring, frequencies, pulses used to represent binary
signals etc.

Physical layer provides its services to Data-link layer. Data-link layer hands over
frames to physical layer. Physical layer converts them to electrical pulses, which
represent binary data. The binary data is then sent over the wired or wireless media.

1.8.1 Functions of Physical Layer

1. Representation of Bits: Data in this layer consists of stream of bits. The bits must be
encoded into signals for transmission. It defines the type of encoding i.e. how 0’s and
1’s are changed to signal.

2. Data Rate: This layer defines the rate of transmission which is the number of bits
per second.

3. Synchronization: It deals with the synchronization of the transmitter and receiver.
The sender and receiver are synchronized at bit level.

4. Interface: The physical layer defines the transmission interface between devices and
transmission medium.

5. Line Configuration: This layer connects devices with the medium: Point to Point
configuration and Multipoint configuration.

6. Topologies: Devices must be connected using the following topologies: Mesh, Star,
Ring and Bus.

7. Transmission Modes: Physical Layer defines the direction of transmission between
two devices: Simplex, Half Duplex, Full Duplex.

8. Deals with baseband and broadband transmission.
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DATA LINK LAYER

2.1 Data Link Laver

Data Link Layer is second layer of OSI Layered Model. This layer is one of the
most complicated layers and has complex functionalities and liabilities. Data link
layer hides the details of underlying hardware and represents itself to upper layer as
the medium to communicate.

Data link layer works between two hosts which are directly connected in some -
sense. This direct connection could be point to point or broadcast. Systems on
broadcast network are said to be on same link. The work of data link layer tends to get
more complex when it is dealing with multiple hosts on single collision domain.

Data link layer is responsible for converting data stream to signals bit by bit
and to send that over the underlying hardware. At the receiving end, Data link layer
picks up data from hardware which are in the form of electrical signals, assembles
them in a recognizable frame format, and hands over to upper layer.

Data link layer has two sub-layers:

= Logical Link Control: It deals with protocols, flow-control, and error
control.

= Media Access Control: It deals with actual control of media.

2.1.1 Functionality of Data-link Layer
Data link layer does many tasks on behalf of upper layer. These are:

* Framing - Data-link layer takes packets from Network Layer and encapsulates
them into Frames. Then, it sends each frame bit-by-bit on the hardware. At
receiver end, data link layer picks up signals from hardware and assembles them
into frames.

* Addressing - Data-link layer provides layer-2 hardware addressing mechanism.
Hardware address is assumed to be unique on the link. It is encoded into hardware
at the time of manufacturing.

= Synchronization - When data frames are sent on the link, both machines must be
synchronized in order to transfer to take place.
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= Error Control - Sometimes signals may have encountered problem in transition
and the bits are flipped. These errors are detected and attempted to recover actual
data bits. It also provides error reporting mechanism to the sender.

= Flow Control - Stations on same link may have different speed or capacity.
Data-link layer ensures flow control that enables both machine to exchange data
on same speed.

*  Multi-Access - When host on the shared link tries to transfer the data, it has a
high probability of collision. Data-link layer provides mechanism such as
CSMA/CD to equip capability of accessing a shared media among multiple
Systems.

2.2 Error Detection and Error Correction

There are many reasons such as noise, cross-talk etc., which may help data to get
corrupted during transmission. The upper layers work on some generalized view of
network architecture and are not aware of actual hardware data processing. Hence, the
upper layers expect error-free transmission between the systems. Most of the
applications would not function expectedly if they receive erroneous data. Applications
such as voice and video may not be that affected and with some errors they may still
function well.

Data-link layer uses some error control mechanism to ensure that frames (data bit
streams) are transmitted with certain level of accuracy. But to understand how errors is
controlled, it is essential to know what types of errors may occur.

Types of Errors
There may be three types of errors:

Single bit error

Sent - Received
1JoJ1]1]oJo]1]1 1JoJ1]1]o W11

In a frame, there is only one bit, anywhere though, which is corrupt.

Multiple bits error
Sent - Received
1Jo]1]1]oJo]1]1 ARIE o [ 1 AF
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Frame is received with more than one bits in corrupted state.

Burst error

Sent Received
1JoJ1]1]oJo[1]1 E: o o IRAE

Frame contains more thanl consecutive bits corrupted.
Error control mechanism may involve two possible ways:

o Error detection
o Error correction

2.2.1 Error Detection

Errors in the received frames are detected by means of Parity Check and Cyclic
Redundancy Check (CRC). In both cases, few extra bits are sent along with actual data
to confirm that bits received at other end are same as they were sent. If the counter-
check at receiver end fails, the bits are considered corrupted.

Parity Check

One extra bit is sent along with the original bits to make number of 1s either even in case of
even parity, or odd in case of odd parity.

The sender while creating a frame counts the number of 1s in it. For example, if even parity is used and
number of 1s is even then one bit with value 0 is added. This way number of 1s remains even. If the
number of 1s is odd, to make it even a bit with value 1 is added.

Data Bits ‘ Even Parity

1/0{0{1]0]|0]1 1/0(0(1]0]|0]1

The receiver simply counts the number of 1s in a frame. If the count of Is is even and even parity is
used, the frame is considered to be not-corrupted and is accepted. If the count of 1s is odd and odd parity is used,
the frame is still not corrupted.

If a single bit flips in transit, the receiver can detect it by counting the number of 1s. But when
more than one bits are erroneous, then it is very hard for the receiver to detect the error.

Cyclic Redundancy Check (CRC)

CRC is a different approach to detect if the received frame contains valid data. This technique
involves binary division of the data bits being sent. The divisor is generated using polynomials. The
sender performs a division operation on the bits being sent and calculates the remainder. Before
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sending the actual bits, the sender adds the remainder at the end of the actual bits. Actual data bits plus
the remainder is called a codeword. The sender transmits data bits as codewords.

Sender Receiver
| Divisor iDivisor
bilagd - T | -
ioil 11001 | 161| 1100110_
101 e 101 o
T : {Data Bits e | bata Bits+CRC!
110 110
101 101
111 111
101 101
10. 101
| cre | i/ A
000
|No ERROR |

At the other end, the receiver performs division operation on codewords using the
same CRC divisor. If the remainder contains all zeros the data bits are accepted,
otherwise it is considered as there is some data corruption occurred in transit.

2.2.2 Error Correction
In the digital world, error correction can be done in two ways:
Backward Error Correction
When the receiver detects an error in the data received, it requests back the sender

to retransmit the data unit.

Forward Error Correction

When the receiver detects some error in the data received, it executes error-
correcting code, which helps it to auto-recover and to correct some kinds of errors.

The first one, Backward Error Correction, is simple and can only be efficiently
used where retransmitting is not expensive. For example, fiber optics. But in case of
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wireless transmission retransmitting may cost too much. In the latter case, Forward Error
Correction is used.

To correct the error in data frame, the receiver must know exactly which bit in the
frame is corrupted. To locate the bit in error, redundant bits are used as parity bits for
error detection. For example, we take ASCII words (7 bits data), then there could be 8
kind of information we need: first seven bits to tell us which bit is in error and one more
bit to tell that there is no error.

For m data bits, r redundant bits are used. r bits can provide 2r combinations of
information. In m+r bit codeword, there is possibility that the r bits themselves may get
corrupted. So the number of r bits used must inform about m+r bit locations plus no-
error information, i.e. m+r+1.

2’>=m+r+1

2.3 Elementary Data Link Protocols

Data-link layer is responsible for implementation of point-to-point flow and error
control mechanism.

Flow Control

When a data frame (Layer-2 data) is sent from one host to another over a single
medium, it is required that the sender and receiver should work at the same speed. That
is, sender sends at a speed on which the receiver can process and accept the data.

What if the speed (hardware/software) of the sender or receiver differs? If sender
is sending too fast the receiver may be overloaded, (swamped) and data may be lost.

Two types of mechanisms can be deployed to control the flow:

Stop and Wait

This flow control mechanism forces the sender after transmitting a data frame to stop
and wait until the acknowledgement of the data-frame sent is received.
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Sender Receiver
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2.4 Sliding Window

In this flow control mechanism, both sender and receiver agree on the number of
data-frames after which the acknowledgement should be sent. As we learnt, stop and
wait flow control mechanism wastes resources, this protocol tries to make use of
underlying resources as much as possible.

Error Control

When data-frame is transmitted, there is a probability that data-frame may be lost
in the transit or it is received corrupted. In both cases, the receiver does not receive the
correct data-frame and sender does not know anything about any loss.

In such case, both sender and receiver are equipped with some protocols which
helps them to detect transit errors such as loss of data-frame. Hence, either the sender
retransmits the data-frame or the receiver may request to resend the previous data-frame.

Requirements for error control mechanism:
* Error detection: The sender and receiver, either both or any, must
ascertain that there is some error in the transit.
= Positive ACK: When the receiver receives a correct frame, it should
acknowledge it.
* Negative ACK: When the receiver receives a damaged frame or a duplicate
frame, it sends a NACK back to the sender and the sender must retransmit

the correct frame.
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= Retransmission: The sender maintains a clock and sets a timeout period. If
an acknowledgement of a data-frame previously transmitted does not arrive
before the timeout, the sender retransmits the frame, thinking that the frame
or its acknowledgement is lost in transit.

There are three types of techniques available which Data-link layer may deploy to
control the errors by Automatic Repeat Requests (ARQ):

Stop and wait ARQ

Sender Receiver
7~ W‘
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The following transition may occur in Stop-and-Wait ARQ:

+¢+ The sender maintains a timeout counter.

*» When a frame is sent, the sender starts the timeout counter.

¢ If acknowledgement of frame comes in time, the sender transmits the next frame
in queue.

+ If acknowledgement does not come in time, the sender assumes that either the
frame or its acknowledgement is lost in transit. Sender retransmits the frame and
starts the timeout counter.

¢+ If a negative acknowledgement is received, the sender retransmits the frame.
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Go-Back-N AROQ

Stop and wait ARQ mechanism does not utilize the resources at their best. When
the acknowledgement is received, the sender sits idle and does nothing. In Go-Back-N
ARQ method, both sender and receiver maintain a window.

The sending-window size enables the sender to send multiple frames without
receiving the acknowledgement of the previous ones. The receiving-window enables the
receiver to receive multiple frames and acknowledge them. The receiver keeps track of
incoming frame’s sequence number.

When the sender sends all the frames in window, it checks up to what sequence
number it has received positive acknowledgement. If all frames are positively
acknowledged, the sender sends next set of frames. If sender finds that it has received
NACK or has not receive any ACK for a particular frame, it retransmits all the frames
after which it does not receive any positive ACK.

Selective Repeat ARQ

Sender Receiver

Set Timer for 0
Set Timer for 1

Set Timer for 2
Close Timer for 0 Send 3
Close Timer for 1 Send 4
Time-out for 2 {
Send frame 2

again

In Go-back-N ARQ, it is assumed that the receiver-does not have any buffer space
for its window size and has to process each frame as it comes. This enforces the sender
to retransmit all the frames which are not acknowledged.
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In Selective-Repeat ARQ, the receiver while keeping track of sequence numbers,
buffers the frames in memory and sends NACK for only frame which is missing or
damaged.

The sender in this case, sends only packet for which NACK is received.



