Unit 4: DHCP and Network IP Management
1. Introduction to DHCP

DHCP stands for Dynamic Host Configuration Protocol. It is a network management protocol used to
dynamically assign IP addresses and other network configuration parameters to devices on a network,
enabling them to communicate effectively.

Before DHCP, network administrators had to manually assign static IP addresses to every device, which
was time-consuming and prone to errors, especially in large or dynamic networks.

Key Concepts of DHCP

a) Dynamic IP Addressing (DHCP)

Dynamic IP addressing is a method where a DHCP server automatically assigns IP addresses to devices
when they connect to a network. These IP addresses are temporary and may change each time the device
reconnects.

Example: When you connect your phone to Wi-Fi at a café, it receives an IP address automatically
without you setting anything manually. If you disconnect and reconnect later, you might get a different
IP address.

b) Lease Time

Lease time is the period a device is allowed to use an assigned IP address before it expires. Once this
time ends, the device must renew the lease or get a new IP address.

Example: A laptop may be given an IP address for 24 hours on a school network. After 24 hours, it
must request a renewal to continue using that same IP.

c) Scope

A scope is the defined range or pool of IP addresses that a DHCP server can assign to devices. It ensures
the server only distributes IPs within a specific set of addresses.

Example: A network administrator may set a scope from 192.168.1.10 to 192.168.1.100 for office
computers. Only IPs within that range will be given to devices connecting to the network.

d) Reservation

Reservation is when a DHCP server permanently assigns a specific IP address to a particular device
using its MAC address. This ensures that the device always receives the same IP address.

Example: A printer in an office may always need the same IP address so computers can find it easily.
The admin reserves 192.168.1.50 for that printer’s MAC address.

e) Renewal

Renewal is the process where a device requests to extend its current IP lease before it expires. This helps
the device keep using the same IP address without interruption.



Example: A phone connected to Wi-Fi may automatically send a renewal request after half of its lease
time has passed. The DHCP server then extends the lease so the connection continues smoothly.

2. Functions of DHCP

a) Automatic IP Address Assignment: Assigns IP addresses automatically from a defined range
without manual intervention.

b) Centralized Network Configuration: Manages IP address allocation centrally, simplifying
network administration.

c) Reduces IP Address Conflicts: Ensures that IP addresses are allocated uniquely to avoid
conflicts.

d) Supports Dynamic and Static Allocations: Can assign both dynamic addresses and static
reservations.

e) Distribution of Additional Parameters: Besides IP addresses, DHCP can assign subnet masks,
default gateways, DNS servers, and more.

DHCP Process Steps

DHCP Discover: Client broadcasts a message looking for a DHCP server.

DHCP Offer: Server responds with an available IP address and network configuration.
DHCP Request: Client requests the offered IP address.

DHCP Acknowledgment: Server acknowledges and finalizes the assignment.
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3. DHCP Configuration

Configuring DHCP depends on the device and operating system used as the DHCP server, but the main
tasks are similar across platforms:

Basic DHCP Server Configuration Elements

i.  Defining the DHCP scope: Set the range of IP addresses that can be leased.

ii.  Setting Lease Duration: Define how long a device can keep the assigned IP before renewal.
iii.  Configuring Options: Inputs such as default gateway, DNS servers, domain name, etc.
iv.  Reservation Setup: Assign fixed IP addresses to specific clients identified by MAC address.

Example DHCP Configuration (Cisco Router CLI)

Router(config)# ip dhcp pool OFFICE_POOL
Router(dhcp-config)# network 192.168.1.0 255.255.255.0
Router(dhcp-config)# default-router 192.168.1.1
Router(dhcp-config)# dns-server 8.8.8.8 8.8.4.4
Router(dhcp-config)# lease 7

Router(config)# ip dhcp excluded-address 192.168.1.1 192.168.1.10

Explanation: - Creates a DHCP pool named OFFICE_POOL for the 192.168.1.0/24 subnet. - Sets the
default gateway to 192.168.1.1 and DNS servers to Google's public DNS. - Lease duration is 7 days. - IP
addresses from 192.168.1.1 to 192.168.1.10 are excluded from assignment (reserved for static devices).

4. Application of DHCP in Network Management

DHCP simplifies network administration through automatic IP management, especially in dynamic
environments such as corporate offices, campus networks, and data centers.



Advantages of Using DHCP

i.  Efficiency: Reduces manual IP allocation and errors.
ii.  Flexibility: Supports various devices that join or leave the network frequently.
iii.  Scalability: Easily accommodates large numbers of devices.
iv.  Centralized Control: Provides a single point to manage IP configurations and changes.

Common DHCP Use Cases

i.  Enterprise Networks: Manage IP assignments for employee computers and IP phones.

ii.  ISPs: Assign public IP addresses dynamically to consumer modems and routers.
iii.  WIi-Fi Networks: Assign IPs to mobile, guest, and 10T devices dynamically as they connect.
iv.  Home Networks: Used in consumer routers to simplify setup for connected devices.

5. Diagrams lllustrating DHCP Operation
DHCP Communication Flow Diagram

This diagram shows the 4-step DHCP lease process between client and server:

DHCP Lease Process (4-Step)
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e Broadcast messages are used in steps 1 and 2 when the client does not yet have an IP address.
e After the lease is obtained, the client can renew the lease before it expires.

Network Diagram Showing DHCP Deployment
Description: Typical DHCP server placement in a corporate LAN
i. DHCP Server: Connected to the LAN switch, ready to serve IP addresses.

ii.  Client Devices: Computers, printers, and VoIP phones that request IP address automatically.
iii.  Router/Default Gateway: Connected to the LAN switch for routing outside the network.



Simple schema illustration:
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How it works:

Client devices send DHCP requests.

The DHCP Server assigns valid IP address

and network settings. Internet
Clients can then communicate within the

LAN and access external networks via
the router.

Network Connectioq

DHCP is a fundamental network protocol that automates the assignment and management of IP
addresses and related configuration parameters, crucial for efficient network design and management.
Understanding DHCP protocol steps, configuration, and implementation aids network administrators in
maintaining flexible and scalable networks.



