Operatiion System
Unit I

The Critical Section Problem

Critical Section is the part of a program which tries to access shared resources.
That resource may be any resource in a computer like a memory location, Data
structure, CPU or any IO device.

The critical section cannot be executed by more than one process at the same
time; operating system faces the dificulties in allowing and disallowing the
processes from entering the critical section.

The critical section problem is used to design a set of protocols which can
ensure that the Race condition among the processes will never arise.

When several process access and manipulate same data concurrently, then the
outcome of the execution depends on particular order in which the access takes
place is called race condition. To avoid race condition, only one process at a time
can manipulate the shared variable.

In order to synchronize the cooperative processes, our main task is to solve the
critical section problem. We need to provide a solution in such a way that the
following conditions can be satisfiied.

1. Mutual Exclusion

Our solution must provide mutual exclusion. By Mutual Exclusion, we
mean that if one process is executing inside critical section then the other
process must not enter in the critical section.
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2. Progress

Progress means that if one process doesn't need to execute into critical
section then it should not stop other processes to get into the critical

section.



1. Bounded Waiting

We should be able to predict the waiting time for every process to get
into the critical section. The process must not be endlessly waiting for
getting into the critical section.

Synchronization Hardware

Process Synchronization refers to coordinating the execution of
processes so that no two processes can have access to the same shared
data and resources. A problem occurs when two processes running
simultaneously share the same data or variable.

Semaphores in Process
Synchronization
0

Semaphore was proposed by Dijkstra in 1965 which is a very significant technique to
manage concurrent processes by using a simple integer value, which is known as a
semaphore. Semaphore is simply an integer variable that is shared between threads.
This variable is used to solve the critical section problem and to achieve process
synchronization in the multiprocessing environment. Semaphores are of two types:

1. Binary Semaphore -
This is also known as mutex lock. It can have only two values - 0 and 1. Its
value is initialized to 1. It is used to implement the solution of critical
section problems with multiple processes.

2. Counting Semaphore -
Its value can range over an unrestricted domain. It is used to control
access to a resource that has multiple instances.

Now let us see how it does so.

First, look at two operations that can be used to access and change the value of the
semaphore variable.



P(Semaphores){
while(S ==0); /* wait until s=0 */
s=s-1;

}

Note thatthereis

V(Semaphore s){ Semicolon after while.
s=s+1, The code gets stuck
} Here while s is 0.

Some point regarding P and V operation :

1. P operation is also called wait, sleep, or down operation, and V

operation is also called signal, wake-up, or up operation.

2. Both operations are atomic and semaphore(s) is always initialized to one.
Here atomic means that variable on which read, modify and update
happens at the same time/moment with no pre-emption i.e. in- between
read, modify and update no other operation is performed that may change

the variable.

3. A critical section is surrounded by both operations to implement
process synchronization. See the below image. The critical section of

Process P is in between P and V operation.

Process P

// Some code

P(s);

// critical section
V(s);

// remainder section

Now, let us see how it implements mutual exclusion. Let there be two processes P1
and P2 and a semaphore s is initialized as 1. Now if suppose P1 enters in its critical
section then the value of semaphore s becomes 0. Now if P2 wants to enter its critical
section then it will wait until s > O, this can only happen when P1 finishes its critical

section and calls V operation on semaphore s.



This way mutual exclusion is achieved. Look at the below image for details which is
Binary semaphore.
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Introduction to Deadlock

Every process needs some resources to complete its execution. However, the
resource is granted in a sequential order.

1. The process requests for some resource.
2. OS grant the resource if it is available otherwise let the process waits.

3. The process uses it and release on the completion.

A Deadlock is a situation where each of the computer process waits for a
resource which is being assigned to some another process. In this situation, none
of the process gets executed since the resource it needs, is held by some other
process which is also waiting for some other resource to be released.

Let us assume that there are three processes P1, P2 and P3. There are three
diferent resources R1, R2 and R3. R1 is assigned to P1, R2 is assigned to P2 and
R3 is assigned to P3.



After some time, P1 demands for R1 which is being used by P2. P1 halts its
execution since it can't complete without R2. P2 also demands for R3 which is
being used by P3. P2 also stops its execution because it can't continue without R3.
P3 also demands for R1 which is being used by P1 therefore P3 also stops its
execution.

In this scenario, a cycle is being formed among the three processes. None of the
process is progressing and they are all waiting. The computer becomes
unresponsive since all the processes got blocked.

System
Model
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Deadlock characterization

Necessary conditions for Deadlocks

1. Mutual Exclusion

A resource can only be shared in mutually exclusive manner. It implies,
if two process cannot use the same resource at the same time.

2. Hold and Wait

A process waits for some resources while holding another resource at the
same time.

3. No preemption

The process which once scheduled will be executed till the completion. No
other process can be scheduled by the scheduler meanwhile.

4. Circular Wait



All the processes must be waiting for the resources in a cyclic manner so
that the last process is waiting for the resource which is being held by the
fiirst process.

Strategies for handling Deadlock

1. Deadlock Ighorance

Deadlock Ignorance is the most widely used approach among all the
mechanism. This is being used by many operating systems mainly for end user
uses. In this approach, the Operating system assumes that deadlock never
occurs. It simply ignores deadlock. This approach is best suitable for a single end
user system where User uses the system only for browsing and all other normal
stufff.

There is always a tradeoff between Correctness and performance. The operating
systems like Windows and Linux mainly focus upon performance. However, the
performance of the system decreases if it uses deadlock handling mechanism all
the time if deadlock happens 1 out of 100 times then it is completely unnecessary
to use the deadlock handling mechanism all the time.

In these types of systems, the user has to simply restart the computer in the
case of deadlock. Windows and Linux are mainly using this approach.

2. Deadlock prevention

Deadlock happens only when Mutual Exclusion, hold and wait, No preemption
and circular wait holds simultaneously. If it is possible to violate one of the four
conditions at any time then the deadlock can never occur in the system.

The idea behind the approach is very simple that we have to fail one of the four
conditions but there can be a big argument on its physical implementation in the
system.

3. Deadlock avoidance

In deadlock avoidance, the operating system checks whether the system is in safe
state or in unsafe state at every step which the operating system performs. The
process continues until the system is in safe state. Once the system moves to
unsafe state, the OS has to backtrack one step.



In simple words, The OS reviews each allocation so that the allocation doesn't
cause the deadlock in the system.

4. Deadlock detection and recovery

This approach let the processes fall in deadlock and then periodically check
whether deadlock occur in the system or not. If it occurs then it applies some of
the recovery methods to the system to get rid of deadlock.

Memory Management
What is Memory?

Computer memory can be defned as a collection of some data represented in
the binary format. On the basis of various functions, memory can be classifed into
various categories.

A computer device that is capable to store any information or data temporally or
permanently, is called storage device.

How Data is being stored in a computer system?

In order to understand memory management, we have to make everything
clear about how data is being stored in a computer system.

Machine understands only binary language that is 0 or 1. Computer converts
every data into binary language fiirst and then stores it into the memory.

That means if we have a program line written as int a = 10 then the computer
converts it into the binary language and then store it into the memory blocks.

The representation of inti = 10 is shown
below.



inti=10
MSB LSB

Sign Bit (Size of int = 2 Bytes)

1 memory block

The binary representation of 10 is 1010. Here, we are considering 32 bit
system

therefore, the size of int is 2 bytes i.e. 16 bit. 1 memory block stores 1 bit. If we
are using signed integer then the most significant bit in the memory array is
always a signed bit.

Signed bit value 0 represents positive integer while 1 represents negative integer.
Here, the range of values that can be stored using the memory array is -32768 to
+32767.

well, we can enlarge this range by using unsigned int. in that case, the bit which is
now storing the sign will also store the bit value and therefore the range will be
0 to 65,535.

Swapping in Operating System

Swapping is a memory management scheme in which any process can be
temporarily swapped from main memory to secondary memory so that the main
memory can be made available for other processes. It is used to improve main
memory utilization. In secondary memory, the place where the swapped-out
process is stored is called swap space.

The purpose of the swapping in operating
system

is to access the data present in the hard disk and bring it to RAM

so that the applicatiion programs can use it. The thing to remember is that swapping is used only
when data is not present in RAM

Although the process of swapping afffects the performance of the system, it
helps to run larger and more than one process. This is the reason why swapping is
also referred to as memory compaction.
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The concept of swapping has divided into two more concepts: Swap-in and Swap-
out.

o Swap-outis a method of removing a process from RAM and adding it to the hard

disk.

o Swap-in is a method of removing a program from a hard disk and putting it back
into the main memory or RAM.

Example: Suppose the user process's size is 2048KB and is a standard hard disk
where swapping has a data transfer rate of TMbps. Now we will calculate how
long it will take to transfer from main memory to secondary memory.

1. User process size is 2048Kb

2. Data transfer rate is 1Mbps = 1024 kbps

3. Time = process size / transfer rate

4. =2048 /1024

5. = 2 seconds

6. = 2000 milliseconds

7. Now taking swap-in and swap-

out time, the process will take 4000 milliseconds.

Advantages of Swapping

. It helps the CPU to manage multiple processes within a single main memory.

—

2. It helps to create and use virtual memory.

3. Swapping allows the CPU to perform multiple tasks simultaneously.

Therefore, processes do not have to wait very long before they are executed.

4. Itimproves the main memory utilization.

Disadvantages of Swapping

1. If the computer system loses power, the user may lose all information related
to the program in case of substantial swapping activity.

2. If the swapping algorithm is not good, the composite method can increase the

number of Page Fault and decrease the overall processing performance.

Note:



o In a single tasking operating system, only one process occupies the user

program area of memory and stays in memory until the process is complete.

o In a multitasking operating system, a situation arises when all the active

processes cannot coordinate in the main memory, then a process is swap out from

the main memory so that other processes can enter it.

Contiguous Allocation

If the blocks are allocated to the fiile in such a way that all the logical blocks of the
fille get the contiguous physical block in the hard disk then such allocation

scheme is known as contiguous allocation.

In the image shown below, there are three fiiles in the directory. The starting
block and the length of each fiile are mentioned in the table. We can check in
the table that the contiguous blocks are assigned to each fiile as per its need.

\‘___,/ . Allocated
~ File Name Start Length S
0 1 2
abc text 0 3 012
3 4 ]
-7 video.mp4 4 2 45
Blocks R R RARE:
w jtp.docx 9 3 910,11
Hard Disk Directory
Contiguous Allocation
Advantages

1. Itis simple to implement.
2. We will get Excellent read performance.

3. Supports Random Access into files.

Disadvantages

1. The disk will become fragmented.




2. It may be difficult to have a file grow.

Paging with Example

In Operating Systems, Paging is a storage mechanism used to retrieve
processes from the secondary storage into the main memory in the form of

pages.

The main idea behind the paging is to divide each process in the form of pages.
The main memory will also be divided in the form of frames.

One page of the process is to be stored in one of the frames of the memory. The
pages can be stored at the diferent locations of the memory but the priority is
always to fiind the contiguous frames or holes.

Pages of the process are brought into the main memory only when they are
required otherwise they reside in the secondary storage.

Diferent operating system defnes diferent frame sizes. The sizes of each frame
must be equal. Considering the fact that the pages are mapped to the frames in
Paging, page size needs to be as same as frame size.
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Let us consider the main memory size 16 Kb and Frame size is 1 KB therefore

the main memory will be divided into the collection of 16 frames of 1 KB each.

There are 4 processes in the system that is P1, P2, P3 and P4 of 4 KB each. Each
process is divided into pages of 1 KB each so that one page can be stored in one

frame.

Initially, all the frames are empty therefore pages of the processes will get

stored in the contiguous way.

Frames, pages and the mapping between the two is shown in the image below.
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Let us consider that, P2 and P4 are moved to waiting state after some time.
Now, 8

Frames become empty and therefore other pages can be loaded in that empty
place. The process P5 of size 8 KB (8 pages) is waiting inside the ready queue.

Given the fact that, we have 8 noncontiguous frames available in the memory and
paging provides the fllexibility of storing the process at the diffferent places.
Therefore, we can load the pages of process P5 in the place of P2 and P4.
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Memory Management Unit

The purpose of Memory Management Unit (MMU) is to convert the logical
address into the physical address. The logical address is the address generated by
the CPU for every page while the physical address is the actual address of the
frame where each page will be stored.

When a page is to be accessed by the CPU by using the logical address, the
operating system needs to obtain the physical address to access that page
physically.

The logical address has two
parts.

1. Page Number
2. Offfset



Memory management unit of OS needs to convert the page number to the
frame number.

Exampl
e

Considering the above image, let's say that the CPU demands 10th word of 4th
page of process P3. Since the page number 4 of process P1 gets stored at frame
number 9 therefore the 10th word of 9th frame will be returned as the physical
address.

Page Table

Page Table is a data structure used by the virtual memory system to store the
mapping between logical addresses and physical addresses.

Logical addresses are generated by the CPU for the pages of the processes
therefore they are generally used by the processes.

Physical addresses are the actual frame address of the memory. They are generally
used by the hardware or more specifically by RAM subsystems.

The image given below

considers,

Physical Address Space = M word
Logical Address Space = L word
Page Size = P S
Physical Address = log 5 M = m bits
Logical Address = log 2 L = I bits

page offset = log , P = p bits
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The CPU always accesses the processes through their logical addresses. However, the
main memory recognizes physical address only.

In this situation, a unit named as Memory Management Unit comes into the picture. It
converts the page number of the logical address to the frame number of the physical
address. The offfset remains same in both the addresses.

To perform this task, Memory Management unit needs a special kind of mapping which
is done by page table. The page table stores all the Frame numbers corresponding to
the page numbers of the page table.

In other words, the page table maps the page number to its actual location (frame
number)

in the

memory.

In the image given below shows, how the required word of the frame is accessed with
the help of offfset.



1 Frame = 2> words

Frame 0 012345678

Frame 1 012345678 Frame No. | Frame Offset

Frame 2 012345678 . b J—

Frame3 | 012345678 /—\ 3 4 Physical

Address
Frame 4 012345678

Frame5 | 01 234'RQ

Frame 2 * m-1 012345678

\\——_

4th word of 3rd Frame

Frame 2 *m 012345678

Main Memory

Segmentation

In Operating Systems, Segmentation is a memory management technique in
which the memory is divided into the variable size parts. Each part is known as a
segment which can be allocated to a process.

The details about each segment are stored in a table called a segment table.
Segment table is stored in one (or many) of the segments.

Segment table contains mainly two information about
segment:

1. Base: Itis the base address of the segment

2. Limit: Itis the length of the segment.

Why Segmentation is required?

Till now, we were using Paging as our main memory management technique.
Paging is more close to the Operating system rather than the User. It divides all
the processes into the form of pages regardless of the fact that a process can
have some relative parts of functions which need to be loaded in the same page.
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Operating system doesn't care about the User's view of the process. It may divide
the same function into different pages and those pages may or may not be loaded
at the same time into the memory. It decreases the effifciency of the system.

It is better to have segmentation which divides the process into the segments.
Each segment contains the same type of functions such as the main function
can be included in one segment and the library functions can be included in the
other segment.

MAIN SUB1 SUB 2
ca" SUB] LE L L L L L L L L] BASNBEE SEEEE SEAEE
Call SUB2 sssssses sesne seses Segment 2
Segment 1
Segment 0

Translation of Logical address into physical
address by segment table

CPU generates a logical address which contains two
parts:

1. Segment Number

2. Offfset

For
Example:

Suppose a 16 bit address is used with 4 bits for the segment number and 12 bits
for the segment offfset so the maximum segment size is 4096 and the
maximum number of segments that can be refereed is 16.

When a program is loaded into memory, the segmentation system tries to locate
space that is large enough to hold the fiirst segment of the process, space
information is obtained from the free list maintained by memory manager.
Then it tries to locate



space for other segments. Once adequate space is located for all the segments,
it loads them into their respective areas.

The operating system also generates a segment map table for each
program.

________________
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MAIN | Operating
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| 2000
|

1
1
1
1
1
1
]
]
:
X Free
]
: 3000
1
499 MAIN
X Segment 0 3500
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! SUB 1 2000
X SUB1
' —T— 1 200 | 4000 |Executable | 4500
! 1
X 'r—2 | 100 | 4800 | Executable FREE
1 ]
E 199 i Segment Map Table(SMT) 4800 SUB2
! Segment 1 : for process 1 4900
1 0 i
| SUB 2 | FREE
I .
: : Main memory
1 99 1
i Segment 2 :
Program 1

With the help of segment map tables and hardware assistance, the operating
system can easily translate a logical address into physical address on execution of
a program.

The Segment number is mapped to the segment table. The limit of the
respective segment is compared with the offfset. If the offfset is less than the
limit then the address is valid otherwise it throws an error as the address is
invalid.

In the case of valid addresses, the base address of the segment is added to the
offfset to get the physical address of the actual word in the main memory.

The above fiigure shows how address translation is done in case of
segmentation.



Advantages of Segmentation

1. No internal fragmentation

2. Average Segment Size is larger than the actual page size.
3. Less overhead
4. Itis easier to relocate segments than entire address space.

5. The segment table is of lesser size as compared to the page table in paging.

Disadvantages

1. It can have external fragmentation.
2. itis difficult to allocate contiguous memory to variable sized partition.

3. Costly memory management algorithms.






